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Introduction

In the world of Java application servers, Apache Karaf has carved out a niche as a lightweight, OSGi-based 

runtime that offers a flexible and modular approach to deploying services. Whether you’re building a microservice 

architecture, experimenting with new Java frameworks, or simply looking for a way to package and run bundles, 

Karaf’s plug �in model and rich feature set make it an attractive choice. This article serves as a comprehensive guide

—an Apache Karaf Cookbook—that walks you through installation, configuration, deployment, and advanced 

usage. Along the way, we’ll highlight contributions from notable community members, including Jamie Goodyear,

whose insights and tooling have helped shape the Karaf ecosystem.

Why Choose Apache Karaf?

Before diving into the cookbook, it’s worth understanding the core benefits that make Apache Karaf a compelling

platform for developers and operations teams alike:

•  Modularity – Karaf runs on the OSGi framework, allowing you to install, update, and remove bundles without 

restarting the entire server.

•  Feature Bundles – Complex functionality is packaged into features, simplifying deployment and version 

management.

•  Extensibility – A rich set of add-ons, from database connectors to security modules, can be added via the 

Karaf feature catalog.

•  Embedded and Stand �alone Modes – You can embed Karaf inside an application or run it as a standalone 

service.

•  Community and Support – With a dedicated mailing list, JIRA tracker, and active contributors like Jamie 

Goodyear, you have access to a robust support network.

Getting Started: Download and Install

Prerequisites

Before installing Karaf, ensure your environment meets the following:

1.  Java 11 or newer (Karaf 4.x supports up to Java 17).

2.  Operating system: Linux, macOS, or Windows.

3.  Optional: Maven for building custom features.

Downloading Karaf

Navigate to the official Apache Karaf download page and select the latest stable release. The archive contains a 

karaf-version.tar.gz (Linux/macOS) or karaf-version.zip (Windows) file.

Installation Steps

1.  Extract the archive:  \n  tar -xzf karaf-4.4.0.tar.gz (Linux/macOS) or double �click the ZIP (Windows).

2.  Set environment variables:  \n  export KARAF_HOME=/path/to/karaf  \n  export PATH=$KARAF_HOME/bin:

$PATH

3.  Start Karaf:  \n  karaf  \n  The console will display a prompt karaf@root&gt;.



Exploring the Karaf Console

The Karaf console is a powerful REPL that allows you to interact with the OSGi runtime, manage bundles, and

configure services. Below are common commands you’ll use frequently.

•  help – List all available commands.

•  list – Display installed bundles and their status.

•  bundle:install -s &lt;URL&gt; – Install and start a bundle.

•  feature:list – Show available and installed features.

•  feature:install &lt;feature&gt; – Install a feature and its dependencies.

•  config:list – View configuration properties.

•  config:edit &lt;pid&gt; – Edit a configuration property set.

Installing Core Features

Karaf ships with a minimal set of features. To get a fully functional environment, install the following core features:

1.  feature:install standard – Basic OSGi services.

2.  feature:install web – Apache Felix HTTP Service.

3.  feature:install camel – Apache Camel integration framework.

4.  feature:install jpa – Java Persistence API support.

5.  feature:install jmx – JMX management.

Building Your Own Feature

One of Karaf’s strengths is the ability to bundle custom functionality into a feature. Below is a step �by �step recipe for

creating a feature that deploys a simple REST service using Spring Boot.

Step 1: Create a Maven Project

Generate a new Maven project with the karaf-feature archetype:

mvn archetype:generate -DarchetypeGroupId=org.apache.karaf -DarchetypeArtifactId=karaf-feature-archetype -

DarchetypeVersion=4.4.0 -DgroupId=com.example -DartifactId=rest-service\n\n\nStep 2: Add Dependencies

In pom.xml, add the Spring Boot starter and Karaf dependencies:

&lt;dependency&gt;\n &lt;groupId&gt;org.apache.karaf&lt;/groupId&gt;\n &lt;artifactId&gt;karaf-impl&lt;/

artifactId&gt;\n &lt;version&gt;4.4.0&lt;/version&gt;\n &lt;type&gt;jar&lt;/type&gt;\n &lt;scope&gt;provided&lt;/

scope&gt;\n&lt;/dependency&gt;\n&lt;dependency&gt;\n &lt;groupId&gt;org.springframework.boot&lt;/groupId&gt;

\n &lt;artifactId&gt;spring-boot-starter-web&lt;/artifactId&gt;\n &lt;version&gt;2.7.5&lt;/version&gt;\n&lt;/

dependency&gt;\n\n\nStep 3: Implement the REST Controller

In src/main/java/com/example/RestController.java:

package com.example;\n\nimport org.springframework.web.bind.annotation.GetMapping;\nimport

org.springframework.web.bind.annotation.RestController;\n\n@RestController\npublic class RestController {\n

@GetMapping("/hello")\n public String hello() {\n return "Hello from Karaf!";\n }\n}\n\n\nStep 4: Package the

Bundle

Run mvn clean install to generate the bundle JAR. The artifact will be placed in target.

Step 5: Create a Feature Descriptor



Create src/main/resources/feature.xml:

&lt;feature name="rest-service" version="1.0.0"&gt;\n &lt;bundle location="mvn:com.example/rest-service/1.0.0" /

&gt;\n&lt;/feature&gt;\n\n\nStep 6: Build the Feature

Run mvn karaf:build. The feature JAR will be available in target/features/.

Step 7: Deploy to Karaf

Copy the feature JAR to $KARAF_HOME/system/features/ and add a custom feature repository:

feature:repo-add mvn:com.example/rest-service/1.0.0/xml/features\n\nThen install the feature:

feature:install rest-service\n\nVerify the REST endpoint by navigating to http://localhost:8181/hello.

Managing Configuration with Config Admin

Karaf’s Config Admin service allows you to externalize configuration and modify it at runtime. For the REST

service, you might want to expose a property for the greeting message.

1.  Create a configuration file: $KARAF_HOME/etc/rest-service.cfg with content:  \n  greeting=Welcome to Karaf!

2.  Inject the property into the controller using @Value:  \n  @Value("${greeting:Hello}")\n  private String greeting;

\n

3.  Restart the bundle or use config:edit to change the value without restarting.

Security in Apache Karaf

Securing a Karaf instance involves multiple layers: authentication, authorization, and transport security.

Authentication

Karaf supports JAAS, LDAP, and custom login modules. A simple JAAS configuration can be added to

$KARAF_HOME/etc/jaas.config:

KarafLogin {\n org.apache.karaf.jaas.modules.jaas.JaasLoginModule required\n useFirstPass=true;\n};

\n\nConfigure the console login in etc/console.properties and set the jaas.login property.

Authorization

Define roles and permissions in etc/karaf-permissions.properties. For example:

karaf.command.console=karaf.command.console\nkaraf.command.feature=karaf.command.feature\nkaraf.comman

d.shell=karaf.command.shell\n\n\nTransport Security

Use the web feature’s jetty configuration to enable HTTPS. Generate a keystore:

keytool -genkeypair -alias karaf -keyalg RSA -keystore karaf.jks -storepass password\n\nConfigure etc/

org.ops4j.pax.web.cfg with:

org.osgi.service.http.port.secure=8443\norg.osgi.service.http.ssl.keyStore=karaf.jks\norg.osgi.service.http.ssl.keySt

orePassword=password\n\n\nMonitoring and Management

Karaf exposes a wealth of management interfaces. Here are some key monitoring strategies:
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